RFC 2350 SemarangKota-CSIRT

1. Information Regarding Documents

This document contains a description of SemarangKota-CSIRT based on RFC 2350, which
provides basic information about SemarangKota-CSIRT, explaining responsibilities, services
provided, and how to contact SemarangKota-CSIRT .

1.1.

1.2.

1.3.

1.4.

Last Update Date
The document is a version 1.0 document published on December 28, 2021.

Distribution List for Notification

Department, Agency, and constituent OPD.

Where to find this document

This document is available at:
https://csirt.semarangkota.go.id/rfc2350-id.pdf (Indonesian version)
https://csirt.semarangkota.go.id/rfc2350-en.pdf (English version)
Document Authenticity

Both documents have been signed with the PGP Key belonging to SemarangKota-
CSIRT. For more details can be seen in Section 2.8.

1.5 Document Identification

21.

2.2,

23.

2.4.

25

Documents have attributes, namely:

Title : RFC 2350 SemarangKota-CSIRT ;

Version :1.0;

Publication Date : 28 December 2021;

Expiration : This document is valid until the latest document is published.

Data/Contact Information

Team Name

Computer Security Incident Response Team (CSIRT) Semarang Kota Government
Abbreviated: SemarangKota-CSIRT .

Address

Semarang City Statistical Informatics and Encoding Communication Service (Dinas
Komunikasi Informatika Statistik dan Persandian Kota Semarang)

JI. Pemuda no. 148, Sekayu, Semarang Tengah, Semarang, Jawa Tengah
Indonesia

Time Zone
Asia/Jakarta (GMT+07:00)

Phone number

(024)3549446
Fax Number



2.8. Public Key ( Public Key ) and other Encryption Information/Data

Bits : 4096
ID : BA7TA4BC74A79B712
Key Fingerprint : 2dae999d6b194795d69a7458ba7ad4bc74a79b712

mQINBGIAyFKBEADGUGYvZduRhtxPGAKNoSTFknwrga5X6f0xblKI1zZjiHknlcDS
RCOT9T/FCo4eQxCDn6ho2h+JgFcoM8+n/dGMptih1sYkGOnBOGOH8rMA9O5EFG6L
40KuiPP/yFS+GZTTiKwvTe1C5BqG8HtQmM7/Gp/UydAXVMJIbGOS;jibbfB/tPGhSpd
FyG+GDGKkmu5TbcGuwkWEV2T4XUITA7W]ZZA8Rmj3GoPgHIQYPBw7dmuKOBHTrFJ
eCO0VcbnaudVcCgb9JuOXBS+HogOD6RM80mjQn6bWGr1eWq21x8wQenNfMbsCPN7m
e4aiaHEAHzu9/EXoc1ZHCBpeZFkPDC8whtuKZ0ioD7KgAeaJXFRqgi46woTDvTeKA
EK9bki6Fkv00aVXYrgmP3LCwiSIBaAx7xexlwL5gsmpADSdAJYkN3MlernlJ8F1e
5xalK027/T2WOykWISqG6GYsWLIBVIK8/Jc8iKfclpavKSUuPB3v1KkVtM16AFqE
irwx/pYK3uapDXZNhZmFsxl/zZK8GfdLC+u+Pr7DeigXFkegDgW+m7i3R6mbY+GG
rEujZ5biKZvsMIKyGFUIo1TRcloTVKt8FWWIONLuUtVNQf2jDESnS+pUvcvE1FiKV
tOLyTPEWx4SRxZRRTIf986Qp7lecGUr6lbZgFerdB6VNTQrSLsBKDTKMJWARAQAB
tC1TZW1hcmFuZO0tvdGEtQ1NJUIQgPGNzaXJOQHNIbWFyYW5na290Y S5nby5pZD6J
AlgEEWEIAEIWIQQtrpmdaxIHIdaadFi6ekvHSnm3EgUCYgDIWQIbAWUJA8JFOwWUL
CQgHAgMIAgGEGFQoJCAsCBBYCAWECHgcCF4AACgkQunpLx0p5txKzlIhAAmbDAD]AN
m2VQiz3/WfNAOoFKkTja417Nyy+cRHEkOJBa4ZgGpbm7yoEaddK9DkazVwzXXPVh
N+FFeZ63RrK+8dA1QQgYFdt04IMmNnUkUp7JNF2a8XyDLVNmyfQrG/62QgS3FIFB
m3L6UjfoydmWINKwYTGvxuNNArnYhEqB5COrPMeMheGJikUJzyOhxgivZssfCthS
pikiGEcG5MhKQoMQehoXrrXc / Qus8xzWjXA7Zdz6eyrH8jYaM + KkfAX2VAOt6S6e
05j6bILSHIXY + qN22C3AnD41BuboumBcTRxAJsc8601COiIFBOf4uSHW4ITwPr4Pk
d4hL8FVBn6uoMHgUfZNkOMpqgdsLgx2eMUqgX / A1rwDqWZpZp23hJwRxLOJQBODHrx
/ 1U0 + 3pn4GHexny9gwwDS5GO0yJob5y5yDOmMS576cwIMXcgue5F7eHiQICiPOPGILR
IVM / LZ8YckZbCuFg9xSBS7Bjnvwrdia5GqW8l7b1vzYAEL8QIODMZhOIW8upwY Oi
ZIRWUmRr3T + 6GutixKqtMtvBKJTpj + ceLR57YtMGMtafixlJjpZ0BuoHRS5ipmACr
w6FpMSeyFVIonGYVDpc17fLOjHIIDKdgO60tOrBDZ8sfeBcSwCHRJAJOFKTOkeyn
auOj9UPKZmOdyiQhqdMWxIJyBjQKMDxD2XK5AgOEYgDIWQEQANGIz6GBf / jKCjvj
KUMPrc / jxbPtal7NbDsEZRg7nJkfZIft / vhiv60JMA7HANK2ntlJaOTVAw06faZK5
z2vRKZhi8jh2I2DSFAfrXh9RI + U + KONZh4hVEHsuWSovs + pApktYEtsdR0d4ZK0h
lehT4LilygTCMPzGgw5LK / WS0J6ZJfcahQKrkY7gP6kgmT2KDAfyQKGtHzIUDSPJ

zvh + 6KmKH + GxwLPvI3yCy5ShdptXMYpNC1639xCrNKgtOXbm7KqgssX / sWZ7qWb7K
VA + 80jOVURIQIgArRfThQelsDGPRRftDz9L0ducd4fZCVBm8nyCsjb11yHUsOLgS
ckFfs70J7jlzawsTogkfTEVNfGYqc66p8YZWmgWvOnFtZwHA93ACTR / g22 + Nopzt
WFk + EfFcjHT6Dp9nna18GPISs / EKIMrEghNipc7YOS4PYHgEBWLAZZwnCYqVSEJ1
[ YNMTjJMNDOJsfWYIRXT2CHaGGtNWKD5tree9k9wA8xwWw1cOmP2af97vVQWoAmoz
MUUM]BxkBq / X917nVJR011hAC3zgPh6vscSnIGF ++ ULXk + T6 + wr1U75ejLCQQIh8
ZORtzP + fLKJw2loLWamnm2d74gE0zVQ1zMn5vi3sS1EguZW / 2718xZ + HLxgQXVRG
vT + M756B / kma3sJSDUtmZzKWTPaXABEBAAGJAWEGAEIACYWIQQtrpmdaxIHIdaa
dFi6ekvHSnm3EgUCYgDIWQIbDAUJABJFOIWAKCRC6ekvHSnm3EgdaD / 4pXPFL4A4V
41ZL9ckVYe + FbXph + 4rGdfQzIKYWS5s7QXsYA / fQqqATLGSM683JmxmROkiP8waug
yBwg / MwtimHpKBoJuw254CA7meLP / yxGz3wlF / ZL2mS8XBPPYxZo6UpTZfhNezQ2
ZKETCdcxtfX7S16Brp1uu/JEZ4xc+fCVrORNwCmUG645HIBOv+cuKppLgFoVm3/2J
eWFUIPksazjC4kCH2ab0bLawioZOf8Ek1L4db3tpsnTneNjR+H7+0ESPObIU4JJD
AQZ26WhzWtq2ipNzPMYc0AOD1R44072Hjwt1MVRgkEmMQDYXzFpCvqUpOswLEYeWe
JVLZNmMRNDKhKSqtUQS0OXWLak+kBQVhLi08VFKAbAVQppE3hAZ58PHk4xpr3oDI38
BngxPKTpY3Psjv2GYVAYYDxQZtdXTYTVMYiQ5RX0GCOJJUILZdDooc48ylEdrhVv
kOangMopP3wXM bCX6dSLJMYoXm7aVGEYb88bfT HYTWInfUXauhy2KOgSc9Cr5tS
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2.9.

2.10.

2.11.

Team Member

The person in charge of SemarangKota-CSIRT is the Regional Secretary of the City of
Semarang, the Chairperson of the SemarangKota-CSIRT is the Head of the Semarang
City Statistics and Encoding Information Communication Service (Diskominfo), the
Semarang City-CSIRT Secretary is the Secretary of the Semarang City Diskominfo,
Coordinator | of the Incident Resolution Team is the Head of E-Government Services at
the Semarang City Diskominfo, Coordinator Il of the Incident Resolution Team is the
Head of Infrastructure Management at the Semarang City Diskominfo, Coordinator | of
the Incident Recovery Team is the Head of the Infrastructure, Internet and Intranet
Services Section at the Semarang City Diskominfo, Coordinator Il of the Incident
Recovery Team is the Head of the Information Security and Encoding Section at the
Semarang City Diskominfo. Team members include the Head of the ICT Management
Section, the Head of the Application Development and Management Section, the Head
of the Data Management Services Section, the Information and Communication
Technology Manager for all Regional Apparatuses within the Semarang City
Government, Application Development Experts/Experts, Network Experts/Experts ,
Data Center Experts/Experts, and Application Security Experts/Experts.

Other Information/Data

None available
Notes on the SemarangKota-CSIRT Contact

The recommended method for contacting SemarangKota-CSIRT is by e-mail at csirt
[at]semarangkota[dot]go[dot]id or via telephone number (+62) 24 3549446 ke The
SemarangKota-CSIRT team is on standby from 07.30-15.30 Monday-Thursday and
07.30-11.30 on Friday.

3. About Gov-CSIRT

3.1.

3.2.

3.3.

Vision

The vision of SemarangKota-CSIRT is the realization of cyber resilience in a reliable

and professional Semarang City Government environment for the realization of an

integrated and comprehensive Electronic-Based Government System to achieve great
bureaucracy and public services.

Mission

The mission of SemarangKota-CSIRT , namely:

a. Coordinate and collaborate on cyber security services within the Semarang City
Government in relation to the governance of electronic-based government systems
and public services that are integrated, comprehensive and reach out to the wider
community;

b. Building the capacity of cyber security resources within the Semarang City
Government.

Constituent

The constituents of SemarangKota-CSIRT include :

a. Offices, Agencies, and Sections which constitute the Semarang City Government
Regional Apparatus Organizations.

b. District Stakeholders in the Semarang City Government.
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Response Team (Computer Security Incident Response Team) of the Semarang City
Government, SemarangKota-CSIRT has the authority to carry out incident response,
incident mitigation, investigation and analysis of incident impacts, and recovery after
cyber security incidents within the Semarang City Government.

SemarangKota-CSIRT undertakes countermeasures and recovery at the request of its
constituents.

4. Policies

4.1.

4.2,

4.3.

Types of Incidents and Levels/ Levels of Support

SemarangKota-CSIRT has the authority to handle incidents, namely:

a. Web Defacement;

b. DDOS;

c. malware;

d. Phishing;

The support provided by SemarangKota-CSIRT to constituents can varies depending
on the type and impact of the incident.

Cooperation, Interaction and Disclosure of Information/data

SemarangKota-CSIRT will collaborate and share information with CSIRT or other
organizations in cybersecurity.
All information received by SemarangKota-CSIRT will be kept confidential.

Communication and Authentication

For ordinary communication, SemarangKota-CSIRT can use an e-mail address without
data encryption (conventional e-mail) and a telephone. However, for communications
containing sensitive/restricted/confidential information, you can use PGP encryption in

your e-mail.

5. Service

5.1. Reactive Service

Reactive service from SemarangKota-CSIRT is the main service and is priorities are :
5.1.1. Warning Regarding Cyber Security

This service is in the form of providing a cyber incident warning to the owner
Electronic systems and statistical information related to this service are
provided by SemarangKota-CSIRT .

5.1.2. Incident response and recovery services

This service in the form of coordination, analysis, technical recommendations,
and on-site assistance for incident response and recovery cyber.
SemarangKota-CSIRT provides statistical information related to services this.

5.1.3. Vulnerability service
This service in the form of coordination, analysis, and technical
recommendations for strengthening security (hardening), SemarangKota-CSIRT
provides information statistics regarding this service. However, this service is
only valid if the following conditions are met:



5.2,

5.3.

Proactive Service

SemarangKota-CSIRT is actively building the capacity of cybersecurity resources

through the following activities:

5.2.1. Notification of observations related to new threats
This service is provided by SemarangKota-CSIRT as a result of the Honeynet
early detection system. SemarangKota-CSIRT provides statistical information
regarding this service.

5.2.2. Security Assessment Service
This service is provided by SemarangKota-CSIRT in the form of vulnerability
identification and risk assessment of the vulnerabilities found. SemarangKota-
CSIRT provides statistical information regarding this service.

5.2.3. Security Audit Service
This service is provided by SemarangKota-CSIRT in the form of an information
security assessment. SemarangKota-CSIRT provides statistical information
regarding this service.

Security Quality Management Service

5.3.1.Consultation regarding preparedness for incident response and recovery
This service is provided by SemarangKota-CSIRT in the form of providing
technical recommendations based on the results of an analysis related to
incident response and recovery.

5.3.2. Building awareness and concern for cyber security
In this service, SemarangKota-CSIRT documents and publishes various
activities carried out by the work unit in the context of building awareness and
concern for cyber security.

5.3.3.Coaching related to incident response and recovery preparedness
SemarangKota-CSIRT prepares coaching program in supporting framework for
incident response and recovery.

6. Incident Report

incident reports can be sent to csirt [at] semarangkota[dot] go [dot] id by attaching at least:
a. Photo/ scan of identity card
b. Evidence of incidents in the form of photos or screenshots or log files found

7. Disclaimer

Regarding the handling of the type of malware, it depends on the availability of the tools we

have.



